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Descripcion General

= Middleware Seguro para Sistemas Empotrados
P2P

= Basado en un nuevo modelo de interaccion
= Servicios, grupos, eventos

= Seguridad: Fundamental desde el diseno

= Validacion mediante dos aplicaciones
= Monitorizacion ambiental de instalaciones industriales
« Hogar Digital y Teleasistencia
= 4 areas de objetivos
= OA1L: Abstract Service and Interaction Model
= OA2: Middleware Architecture and Infrastructure
= OA3: Security
« OA4: Applications
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Informacion basica

= Coordinador: Universidad de Malaga (Spain)
= Presupuesto: 4.5 M€

= Duracion: Septiembre 2006- Septiembre 2009
= Web: http://www.smepp.org

Socio Pais
Tecnatom, S. A. Espana
Technische Universitat Graz Austria
Siemens AG Alemania
VTT Finlandia
Universita di Pisa Italia
Telefonica I+D Espana
Institute for Infocomm Research Singapur
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Abstract Interaction Model

= Service-oriented API providing:
= Groups, peers, services, events

SMEPP
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= Service discovery, Group Management

Peer

Service

Component

03/12/2008 Asamblea Prometeo 2008




> 4 SMEPP
'O
: O«»0
Security

= Built-in security from the design — not an add-on

= Specific EP2P threats & attacks (and
countermeasures) in resource constrained devices

SMEPP
Middieware

SMEPR
Middlewarsa
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= Component-based software architecture
= Configurable for different kinds of devices
= First implementation available
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Implementation
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SMEPP SAMPLE
APPLICATION
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=5 validation Application I: Telecare SMEPP
(' ; I’m sorry mummy, O<<o>>o

going to acknowledge my
request

but | cannot
acknowledge you
right now

253 SMEPP - Peer Sophia’ [= |[B)[X]

2 SMEPP - Poer Seave,.. [ |f
Config  Exit

One alarm is being sent to:

The alarm is sent to the assistant
Ty o through the P2P network gasas

DrHouse Assigned

i A

Alarm raceved from Sophia

Different ways to
contact

Config  Exit

Handling alarm... )

- Issuer. Sophia

YN

Selectthe wayto contact the user

Chat

Biometric Data

¥ SMEPP - Peer Sophia’ [= |8 ’x
Config Ext

42 SWEPP - Peer ‘Darot... (2 |[B](5]
Config Exit Config  Exit
Chat “You and Dr. House' m " * VolP Call Biometric Data ®
DR HOUSE: Hi, Sophia
DR HOUSE: are you fine 7

YOU. I'm not feeling really good
DR HOUSE: Ok, one momaent
DR HOUSE: | will phone you.

gs | |

Blood Pressure

7-12

Take a picture, pleasal

| seps |
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&~ Telecare: High Level Architecture OO
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Validation Application II:

= Environmental Monitoring & Remote Control
= External: Temperature, pressure, wind, radiation, ...
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Remote control

= In radiological facilities all workers wear a dosimeter
= Dosimeter becomes “active”

= Integration with WSN and other smart nodes: PDA, phone

Worker node:
PDA or mobile

| ooo phone
ﬁ
\
o
;——
Supervisor nodes: N
desktop or laptop
PC
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Prototype Description

= Basic system for tele-dosimetry

= Goal: Measure radiation and other environmental measures
(temperature, humidity) to keep workers and supervisors
informed

= Users: Workers & Supervisors
= Functionality
=« Show measures from sensors
= Show status of sensors
= Set-up alarm levels
= Show trends
= Other features
= Connection/disconnection
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Prototype features

WSN nodes

= Hardware: Crossbow MicaZ +
MDA300 (sensor board) + Geiger
counter

= Programming language: NesC
= OS: TinyOS
WSN gateway
= Hardware: Stargate
= C/Java
= Linux
= PDA
= Fujitsu Siemens Pocket LOOX T830
= C# / .Net Compact Framework 2.0
= Windows Mobile 5.0

s PC: C# / .Net
= Standard laptop / desktop PC
= C#/ .Net2.0
=  Windows XP
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Devices

1. MicaZ + MDA300
2. MicaZ + MDA300 + Radioactivity sensor

3. Tecnatom prototype: OEM Iris + Humidity +
Temperature + Radioactivity sensors

smepp &
Q«»0
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Conclusions & future work

= What we already have:

= Secure middleware design for Embedded P2P
= Group/Service oriented model
= Built-in security levels from “motes” and above
= Configurable software architecture

= Middleware first version available
= Validation application prototypes

= What we are doing now:
= Integrating applications with SMEPP middleware

= Contact: jlserrano@tecnatom.es
= WWW.Smepp.org
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